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Abstract. This paper attempts a comprehensive study ofscalability challenges with regard to performance, availabil-
deadlock detection in distributed database systems. First, thigy and administration.
two predominant deadlock models in these systems and the Deadlocks can arise in each database system that per-
four different distributed deadlock detection approaches arenits concurrent execution of transactions using pessimistic
discussed. Afterwards, a new deadlock detection algorithm isynchronization schemes, i.e., locking protocols, which is
presented. The algorithm is based on dynamically creatinghe case in most of todays (distributed) database systems. In
deadlock detection agent®DAs), each being responsible centralized database systems, deadlock detection and reso-
for detecting deadlocks in one connected component of théution has been thoroughly investigated, e.g., in [ACM87].
global wait-for-graph (WFG). The DDA scheme is a “self- Deadlocks have also been studied in other areas, such as
tuning” system: after an initial warm-up phase, dedicatedoperating systems.
DDAs will be formed for “centers of locality”, i.e., parts of Surveys of earlier work on distributed deadlock detection
the system where many conflicts occur. A dynamic shift inin distributed database systems are given in [Kna87, EIm86,
locality of the distributed system will be responded to by Sin89]. The surveys described different algorithms, but no
automatically creating new DDAs while the obsolete onesquantitative analysis, in terms of benchmarking, has been
terminate. In this paper, we also compare the most competearried out.
itive representative of each class of algorithms suitable for  First, we describe the two predominant deadlock mod-
distributed database systems based on a simulation moded])s underlying locking-based database transaction synchro-
and point out their relative strengths and weaknesses. Theization. Then, the four different distributed deadlock detec-
extensive experiments we carried out indicate that our newlytion approaches are briefly surveyed: timeout, path-pushing,
proposed deadlock detection algorithm outperforms the otheprobing and global state detection schemes, and representa-
algorithms in the vast majority of configurations and work- tives of these classes are described.
loads and, in contrast to all other algorithms, is very robust  To reflect the new developments, we present a new dead-
with respect to differing load and access profiles. lock detection algorithm designed for distributed object sys-
tems. Also, a comprehensive simulation study of different

Key words: Distributed database systems — Deadlock de-deadlock detection algorithms is given.
tection — Comparative performance analysis — Simulation In our computational model, transactions are carried out
study under the control of a transaction manager; synchronization
is achieved by a two-phase locking scheme, which could, for
example, be based on semantic locking. The locking scheme
is entirely under the control of the object managers. The ex-
ecution and commit processing of transactions is controlled
1 Introduction by the transaction managers.

The proposed algorithm detects deadlocks by dynami-
During the last decade, computing systems have undergongally creatingdeadlock detection agen®DAs). Each DDA
a rapid development, which has a great impact on distributegnaintains one part of the wait-for-graph (WFG) and searches
database systems. While commercial systems are gradualfgr cycles. In the resource model (the underlying deadlock
maturing, new challenges are imposed by the world-widemodel of database transactions) a cycle always constitutes
interconnection of computer systems. This creates an evef deadlock. Transactions start executing without any DDA.
growing need for large-scale enterprise-wide distributed soQnly if a conflict with some other transaction(s) occurs does
lutions. Mariposa [SAL+96] is a recent prototype of a systema transaction become associated with a DDA: either a DDA
addressing this demand. In future, distributed database sygme of the conflicting transactions was already associated

tems will have to support hundreds or even thousands of sitegith or, if no such DDA exists, a newly created one. If two
and millions of clients and, therefore, will face tremendous




80 N. Krivokapit et al.: Distributed deadlock detection

transactions that are already associated with different DDAghat the transactions’ identifiers can be used for this pur-
encounter a conflict, their two DDAs are merged into a sin-pose, e.g., to determine the youngest transaction. However,
gle one. This scheme guarantees that all, but only “real” after a transaction is aborted, it has to be restarted with a
deadlocks will be detected, which is one of the main prob-new identifier, otherwise information regarding the aborted
lems distributed deadlock detection algorithms face. and the restarted execution of the transaction could not be

In a large-scale distributed database system one can exlistinguished, possibly leading to inconsistencies. However,
pect that centers of locality will be formed. These centerschanging the identifier could alter the ordering of transac-
of locality comprise those transactions that access (competons, e.g., an old transaction might become the youngest.
for) the same objects. The DDA scheme automatically esTo avoid this, in our system, a transaction is associated with
tablishes different DDAs for different centers of locality, a timestamp (additionally to the identifier), indicating the
thereby decentralizing the deadlock detection. time it has entered the system, which is not modified after

The DDA scheme is a “self-tuning” system. After an an abort, and can therefore be used for transaction ordering.
initial warm-up phase, dedicated DDAs will become estab-For simplicity reasons, in the rest of the paper, we use iden-
lished for each center of locality. Moreover, if a shift in tifiers for the ordering of transactions and assume that they
the system’s load is encountered, e.g., because of a shiftontain such a timestamp.
of activity between different time zones in the course of a  Transactions and objects communicate via asynchronous
day within an enterprise-wide distributed system, the DDA message passing. Transactions send, through their TMs, re-
scheme adapts automatically. New DDAs will be created forquests to objects, i.e., to their OMs, which, in turn, send
the newly forming centers of locality and the obsolete DDAs acknowledgements (and/or results) back to the TMs.
will eventually terminate. We assume an error-free communication, meaning that

In order to evaluate the performance of different schemesgach message sent arrives within finite time and is transmit-
we built a simulation system and chose to implement rep4ed correctly. This assumption is needed by deadlock detec-
resentatives of different classes of algorithms that seem téion algorithms, since they gather information through mes-
be the most efficient ones and are suitable for distributedsages. If messages would get lost, deadlocks might not be
database systems. We have implemented the following algadetected. In systems in which this cannot be guaranteed, e.g.,
rithms: 1) the DDA approach as the representative of globalvhen parts of the system are connected through an unreli-
state detection algorithms, 2) the edge-chasing algorithm deable network, transactions have to set a timeout and abort
scribed in [RB89] that generates the fewest messages, 3) thadter it expires. This is similar to what is done in other sys-
often cited path-pushing algorithm of System R* [Obe82] tems using network communication, e.g., the WWW, ftp,
and 4) different timeout approaches. etc.. This timeout to handle communication errors should

The rest of the paper is organized as follows. In Sect. 2not be confused with the timeout approach to detect trans-
we outline the underlying model of computation. Section 3action deadlocks. The communication timeout is supposed
gives an overview of the deadlock problem and the twoto handle the rare cases in which a message cannot be de-
deadlock models that mainly apply in distributed databasdivered and, therefore, is set to a much larger value than the
systems. A classification of distributed algorithms for thesetimeout handling deadlocks.
models and representatives of the different classes are de- A two-phase locking protocol is assumed. During the
scribed in Sect.4. In Sect.5, the new deadlock detectiorfirst phase, TMs request operation executions on (possibly)
scheme is presented. The performance comparison of thdifferent objects; the acquired locks are maintained by the
different algorithms is reported in Sect.6. Section 7 con-OMs on behalf of the holding transaction. In the second
cludes this paper. phase, the TMs initiate the commit processing, after which

the locks are released.
A transaction?; consists of a sequenc®{.op;,(...);
2 The model of computation Oz.0p;,(...); ...] of operation invocationsp; (...) on one
or several object®);; the “(...)" denotes additional param-

The investigation of distributed deadlock detection algo-eters of the invocation. The corresponding TM requests the
rithms presented here is based on a very general distributegixecution of the operations in strictly sequential order; that
database model, consisting of a collection of sites on whichs, it first sends a message to obj&ef requesting the in-
transactions and objects are residing. The execution andocation of operatiorvp;,(...). The next request, i.e., the
commit processing of transactions is controlledtiansac-  one to objecD; requesting the execution op;,(. . .), is not
tion manager{TMs), while objects are controlled pbject ~ sent before the TM receives an acknowledgement féam
managers(OMs). An OM receives requests for operation that the requested invocatiep;, (.. .) has been successfully
executions upon the objects it controls, sent by TMs, andexecuted. Thus, transactions are single-threaded.
communicates the objects’ answers back to the TMs. In or- An object manager receives the requests for operation
der to simplify the presentation, but without loss of general-invocations on its object and schedules them in some or-
ity, we assume that each TM and OM controls only a singleder (e.g., FIFO). The object manager maintains the lock ta-
transaction and object, respectively. Therefore, we will oftenble and a compatibility matrix in which the commutativity
synonymously use the term transaction for TM and objectof any two operation invocations is maintained. Based on
for OM. this information, the OM decides whether or not the locks

In our model, each object and transaction has a uniquéeeded for the requested operation can be granted. If not,
identifier. Many deadlock detection algorithms require a totalthe operation invocation is delayed and, thereby, the par-
ordering on transactions for deadlock resolution and assumticular transaction’s execution is blocked until the required
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locks are available. If the locks can be granted, the OM as- Each deadlock detection algorithm may detect phantom
sociates the lock mode with the corresponding transactiomleadlocks ifspontaneous abortare permitted. If an algo-
and invokes the requested operation. rithm decides to abort a transaction in order to resolve a

We adopt a semantic lock model [SS84, Kor83], which deadlock, and at the same time some other transaction in-
is more flexible than an exclusive or read/write lock model.volved in the same deadlock aborts spontaneously, thus re-
With the exclusive lock model, an object can be accessed bgolving the deadlock, the algorithm is breaking a phantom
only one transaction at a time. The read/write lock model, indeadlock. Therefore, we will assume that no spontaneous
contrast, allows multiple readers to hold locks on an objectaborts occur in the system.
at the same time, while writers need exclusive locks.

The semantic lock model exploits the semantics of op-
erations, i.e., their commutativity, to increase the possible3.1 Wait-for-graph
concurrency, so even multiple transactions updating a data
item can concurrently hold locks on it. Consider an objectBlocking conditions between transactions can be represented
bankconsisting of a set ahccounts With semantic locking, through a transaction WFG. A WFG is a directed graph in
if transaction7; has made a deposit ta:ct;, transactioril, which nodes correspond to transactions and a directed edge
could also deposit money to this account, befbreeleases from 7; to T; expresses thdl; waits for a resource cur-
the corresponding lock. This is possible since two depositently held byT;. A deadlock can be detected by examining
operations commute, i.e., their order of execution is irrele-the structure of the WFG. Which graph structures indicate
vant. a deadlock depends on which deadlock model applies, as

described in the next section.

3 The general deadlock problem 3.2 Different deadlock models

In the vast majority of modern database systems concurrenclepending on the computational model, mainly on the types
control is based on locking mechanisms. Most systems emef requests made by transactions, different deadlock models
ploy thestrict 2PL protocol [GR93]. Locking protocols can apply. In distributed DBMSs, thaingle-resourceand the
lead to deadlocks. Aleadlockis a permanent, circular wait AND model are prevailing, so only those will be discussed
condition. A set of transactions éeadlocked ifeach of the  here. Descriptions of the other models such as the OR model
transactions waits for locks held by other transactions fromand the general model, which are much less common, are
this set [BHG87]. All transactions from the set are in a wait- given in [BO81, MC82, Kna87, KS94a, BHRS95].

ing state, i.e., are blocked, and none of them will become The simplest, and most widely used model in DBMSs is
unblocked without interference from outside. the single-resourcemodel. In this model, a transaction has

Different locking models can be used by concurrencyonly one outstanding request at a time, i.e., it requests a lock
control algorithms. In thexclusiveand theread/write lock on one object, waits until it is granted and only afterwards
models, a transaction waiting for a lock to be granted hagequests a lock on the next object. Although a transaction
to wait for all transactions currently holding locks on that has only one outgoing request at a time, it may wait for
object. When semantic locking is employed, a transactiormore than one transaction. [Kna87] erroneously concludes
may have to wait for only a subset of the holders of the ob-that in the single-resource model a transaction can wait for
ject. Also, different transactions being blocked on the sameonly one other transaction, implying that each node in the
object may have to wait for different subsets of holders of WFG has only one outgoing edge. This is true only for the
the object. exclusive locking model.

Handling deadlocks involves two problenteadlock de- A deadlock in the single-resource model corresponds to
tectionand deadlock resolutionin a DBMS, deadlock res- a cycle in the WFG. Therefore, algorithms for this model
olution means that one of the participating transactions, thaleclare a deadlock when a cycle of waiting transactions is
victim, is chosen to be aborted, thereby resolving the deaddetermined. The cycle is resolved if one of the involved
lock. transactions is aborted, thereby releasing its locks.

A deadlock detection algorithm is correct if it satisfies Numerous algorithms have been proposed for this model
two conditions: 1) every deadlock is eventually detectssd ( [Obe82, RBC88, Bad86, SH89, MM79, KS91]. Some of
sic progress properdy and 2) every detected deadlock really these algorithms will be described in Sect. 4.
exists, i.e., only genuine deadlocks are detecsafety prop- In a computational model in which a transaction can send
erty). more than one request at a time and has to wait aifitiof

While the first condition is intuitive, the second one them are granted, deadlocks are described byAR® (or
needs to be explained. Although a deadlock is a stable propresourcg model. This model applies, for instance, in systems
erty, due to stale information it is possible that the samesupporting nested transactions, or when a transaction can
deadlock is detected and/or resolved twice. Detected deadequest locks on several objects simultaneously. A deadlock
locks that do not really exist (anymore) are calf@thntom in this model is again indicated through a cycle in the WFG.
deadlockssee [KS94b]. One could argue that an algorithm  As far as we can see, some of the algorithms designed
detecting phantom deadlocks could still be considered corfor the single-resource model could easily be extended for
rect; but unnecessary transaction aborts are too expensive tieadlock detection in a model in which a transaction can
be tolerable. issue multiple requests at a time. Since the models are so
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similar, sometimes the authors claim that their algorithms are  The algorithm is simple and therefore easy to implement.
for the AND model, although the computational model they Also, it does not cause any network traffic due to deadlock
describe is a single-resource one, e.g., [RBC88], while othdetection. The main disadvantage of the algorithm is that it
ers make restrictions to their model, basically reducing it toaborts too many transactions. The algorithm aborts transac-
a single-resource model [Obe82]. An algorithm for deadlocktions that may not be deadlocked, thus causing unnecessary
detection in the AND model is given in [LK95], but it is not roll-backs and restarts of transactions.
clear how deadlocks can be resolved with this algorithm. Al-  Another disadvantage is that the timeout interval has to
gorithms especially designed for DBMSs supporting nestede tuned. If it is too short, even more transactions are un-
transactions are [Ruk91, RHGL97]. necessarily aborted; if it is too long, deadlocks will per-
sist in the system for a long time, thus delaying transac-
tions in the deadlock and those waiting for locks held by
4 Distributed deadlock detection algorithms them. Therefore, the timeout interval has to be chosen care-
fully, which is difficult when applications of widely differ-
Numerous deadlock detection algorithms have been deing profiles are running in the system. Usually, it is set to
veloped for distributed DBMSs; surveys can be found inbe much longer than the average execution time of a trans-
[Kna87, EIm86, Sin89]. This paper focuses on distributedaction [BN97, Hof94].
algorithms for the single-resource and the AND model only.  In [BN97], it is said that it may sometimes be desirable
We classify the distributed algorithms based on the techniquéo abort too many transactions, since if a transaction waits
they use, similar to the classification proposed in [Kna87],for a longer time than the timeout interval although it is not
explain the different techniques and describe one represemeadlocked, this indicates that the locking load is too high.
tative of each class in more detail. We chose those algoThis may be true, but a deadlock detection algorithm should
rithms that appear to be the best in their class, i.e., induc@ot be responsible for the scheduling.
the fewest number of messages and are correct or detect the Another drawback of this algorithm is its “resolution
fewest phantom deadlocks in their class. First, in Sect. 4.1strategy”. The timeout scheme can neither guarantee that
we will take a look at deadlock resolution strategies. one transaction can finish, nor that a transaction will not be
aborted an indefinite number of times. In particular, when
the load is high, long transactions have no chance to get
4.1 Deadlock resolution through.
However, the algorithm performs surprisingly well in
Deadlock resolution strategies determine which transaction@istributed DBMSS if it is carefully tuned, and therefore,
are to be aborted in order to resolve the deadlock(s). Manynany systems have implemented it because of its simplic-
resolution strategies have been proposed for centralized sy#y [BN97].
tems. Some of them have been compared by [ACM87] in a  To alleviate the drawbacks of the timeout approach, some
simulation study of a centralized system. Based on the resultsystems, e.g., Oracle [LMB97], introduce a deadlock detec-
of the simulation, two conditions each resolution strategytor at each site, responsible for detecting local deadlocks.
should guarantee were determined: 1) it is always guaranBeadlocks involving not only local transactions are resolved
teed that at least one transaction in the system can finisthrough a timeout.
(guaranteed forward progreysand 2) no transaction will

be aborted (and restarted) an indefinite number of times ( o o .
indefinite restartys 4.3 Classification of distributed algorithms

The first condition is related to theasic progress prop- . - . .
erty stated in Sect. 3. This property guarantees that no deadviany different distributed deadlock detection algorithms for

lock will exist forever, but it does not ensure that any trans—d.iStribL.’ted DBMSs have been published. They can be di-
action will ever finish. This is ensured by the first of the vided into the following categories (cf. [Kna87]): 1) path-

above conditions, by guaranteeing that the transaction prd2ushing, 2) probe-based, and 3) global state detection algo

cessing will progress. A deadlock detection and resolutiorf'thmsl; describe the diff | orith
algorithm can achieve what is intuitively expected, i.e., that _ Before we describe the different classes and algorithms,

every transaction that enters the system will eventually fin\W€ Will summarize the assumptions we make. They have

ish, only if the deadlock detection is correct, i.e., fulfills the bﬁenf'explained in previous sections, herﬁ we recall them.
conditions given in Sect. andthe resolution strategy guar- | ne first two assumptions regard the behavior of transac-

antees the above conditions. Obviously, the given conditiondons- They follow the 2PL protocol, and do not sponta-
also hold for distributed DBMSs. neously abort. Further, an error-free communication is as-

sumed, meaning that each message reaches its destination
within finite time and that each received message is correct.
Of course, algorithms also have to assume that there is a
total ordering on transactions, so they can choose a victim

In this algorithm, a transaction sets a timeout every timet© resolve a deadlock.Some algorithms make additional

it makes an operation request. If it does not receive the?SSUMPtions that will be pointed out in the algorithm’s de-

acknowledgement that the operation has been executed s Ption-

cessfully before the timeout expires, it assumes that it iS 1 For centralized DBMSs it performs poorly, as shown in [ACM87].

involved in a deadlock and aborts. 2 In our system, the transaction’s identifier can be used for this purpose.
purp

4.2 The timeout approach
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4.4 Path-pushing algorithms all transactions holding locks it waits for. If a probe initiated
by T; returns toT;, this probe must have traversed a cycle
Path-pushing algorithms explicitly maintain the WFG. Eachwhich constitutes a deadlock.
site periodically collects local wait dependencies, builds a A transaction that has requested an operation execution
local WFG, searches for cycles in it, and resolves the cyclesloes not know whether it is blocked or the operation is cur-
it detects. Parts of the rest of the WFG are sent to someently being processed. Also, if it is blocked, it does not
other (neighboring) sites. They incorporate the received waiknow which transactions it waits for. Objects have this in-
dependencies into their local WFG and search for cycles irformation, so, in fact, they send the initiation probe on behalf
it. Afterwards the site again passes parts of the WFG on tmf the blocked transaction. For the same reasons, a transac-
other sites. tion forwards the probes to the object it waits for and the

It is interesting to observe that many of the publishedobject then sends the probes to the appropriate transactions.
path-pushing algorithms have turned out to be incorrect. Numerous edge-chasing algorithms have been developed
Most of them detect phantom deadlocks, while some algo{CM82, CMH83, RBC88, SN85, SH89, KS91, CKST89,
rithms even fail to detect real ones. For example a counL{K95]; again, some of them turned out to be incorrect,
terexample to the algorithm presented in [MM79] is given see [RBC88, CKST89, KS91].
in [GS80]. We will describe the algorithm by Roesler et al. [RBC88,

RB88, RB89], which is an improvement of [CM82, SN85].
The algorithm seems to induce the least amount of messages
Obermarck’s algorithm and detects fewer phantom deadlocks than other algorithms
in this class. Moreover, it can handle semantic locking, while
The algorithm by Obermarck [Obe82] was implemented insome algorithms, such as [SN85], can handle only exclusive
System R* [WDH+81] and optimizes the path-pushing strat-locking.
egy by sending a part of a possible cycle, i.e., a “path”, to
another site only in case the first transaction in the path has
a higher priority than the last one. This reduces the numbe
of messages by one half.

Despite this optimization, the algorithm imposes signifi-
cant overhead when it performs deadlock detection. This idn order to reduce message traffic in this algorithm, ob-
done periodically, so the whole WFG has to be searched fojects forward probes only to those transactions that have
cycles® Additionally, the paths that have to be sent to otheran identifief lower than that of the initiator of the probe.
sites have to be identified. Also, incorporating newly arrivedProbes that are being sent to transactions with a lower iden-
paths from one site implies that the previous information re-tifier are calledantagonisticprobes.
ceived from this site has to be exchanged in the WFG for  The strategy of sending only antagonistic probes reduces
the new information. the number of messages and additionally assures that each

In [EIm86], it is stated that the algorithm detects phantomcycle will be detected only once. Only the probe initiated by
deadlocks, since the parts of the WFG sent between the sitele transaction with the highest identifier will be forwarded
belong to asynchronously taken snapshots, i.e., might be inthrough the whole cycle.
consistent. Even if the snapshots were taken synchronously, To reduce the number of probe initiations, transactions as
the algorithm might detect false deadlocks, since inconsiswell as objects store the probes that they receive in order to
tencies can arise due to the breaking of cycles by the algoforward them when a dependency occurs at some later time.
rithm itself. This is necessary in order to avoid periodical re-initiation
of deadlock detection, which would drastically increase the
number of messages.

However, the stored probes incur a performance penalty.
They have to be removed when a deadlock is detected in or-

Probe-based algorithms do not explicitly maintain the WFG,der to bring the WFG back to a consistent state. Therefore,
an object detecting that an antagonistic edge has ceased to

but send a special kind of messagexmbes along the edges exist has to send an (antagonistjtiprobefor each probe

of the WFG. There are two kinds of probe-based algorithms; . . .
edge-chasing and diffusing computation. that has arrived along the edge corresponding to the disap-

pearing dependency. The antiprobe mimics the behavior of
the probe, i.e., it follows the same paths and “cleans up” the
WFG.
4.5.1 Edge-chasing algorithms Sending antiprobes reduces, but does not eliminate, the
. _ . likelihood of detecting phantom deadlocks [RB88]. A probe
When a transactiofl; requests an operation execution on a4y nass along an edge that has ceased to exist before the
an object and becomes blocked because it has to wait fogninrohe deletes it, thus detecting a phantom deadlock.
locks held by other transactions, a probe is sent to each of 1,4 algorithm is designed for the single-resource model.

these transactions, i.€l; initiates a probe computation. A 1 nayes the additional assumption that messages arrive in
blocked transaction that receives a probe has to forward it t9,o order in which they were sent.

,rAIgorithm by Roesler et al.

4.5 Probe-based algorithms

3 When deadlock detection is done continuously, it has to be checked
only whether the new edge(s) have created a cycle. 4 |dentifiers are used to denote the priority of a transaction.
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4.5.2 Diffusing computation their OMs, report wait dependencies between transactions, so
the agents can perform deadlock detection. Different agents
In algorithms in this class, a transaction starts a diffusingare responsible for different parts of the WFG, i.e., different
computation [DS80, Cha82] when it has to wait for a lock. connected components within the WFG and have a consis-
A deadlock is indicated if the computation terminates. tent snapshot of it. The algorithm is easy to integrate in a

A node of a directed graph starts a diffusing computationsystem, deals with asynchronous message passing and does
by sending messages to its successors. Upon receiving suchat even depend on correct message ordering.
message, a hode can send messages to its successors, and so
on. In order to determine when a diffusing computation ter-
minates, nodes can also receive signals from their successabsDeadlock detection agents (DDAS)
and send signals to their predecessor [DS80, Cha82]. Based
on the signals it receives, the initiator can decide whether iThe main idea of the algorithm is to distribute the informa-
is deadlocked or not. tion about the global WFG between different agents, called

Using diffusing computation is an “overkill” for the de- DDAs, in a way that, for every cycle in the graph, there is
tection of single-resource and AND-model deadlocks. Inone DDA having complete information about it. Each cycle
these models, a deadlock is indicated by a probe that returriselongs to one connected component of the global WFG, so
to its initiator, which induces much less overhead than dif-for each connected component, there will eventually be one
fusing computation. Therefore, algorithms based on diffus-DDA responsible for detecting cycles in it.
ing computation [KS94a, KS97, MC82] are usually designed  This is achieved by allowing transactions to be associated
for more complex deadlock models for which edge-chasingwith at most one DDA. Since only one DDA detects dead-
algorithms cannot be used. locks one transaction is involved in, the same deadlock will

not be detected twice, which is an inherent problem other

algorithms for distributed deadlock detection encounter. By
4.6 Global state detection guaranteeing that, for each node in the WFG, there is only

one DDA having outgoing edges from this node in its part
The main problem distributed deadlock detection algorithmsof the graph, the algorithm avoids detecting phantom dead-
encounter is that information may be stale and/or inconsisiocks. This will be explained in more detail in Sect.5.6.
tent, thus leading to the detection of phantom deadlocks. Td/loreover, a DDA has information about the whole con-
avoid this, global state detection algorithms try to obtain anected component it is responsible for, and can therefore
consistent snapshot of the WFG, and search for deadlocksven further reduce the number of transactions to be aborted
in it. by deliberately choosing the victim.

In [CL85], an algorithm is given that online obtains a The emergence of a new connected component leads to
consistent snapshot of the system. An algorithm for detecthe creation of a new DDA. In case two connected com-
tion of generalized deadlocks using these snapshots is prggonents of the WFG join to one component, the two cor-
sented in [BT87]. Another algorithm, also for the generalizedresponding DDAs are also merged, and when the part of
model, is presented in [CDAS96]. However, this approachthe global WFG one DDA is responsible for disappears, the
appears to be rather inefficient, since each blocked transa®DA terminates.
tion initiates a deadlock detection process. The algorithm will be presented for the single-resource

An algorithm for the AND model is presented in [ESL88].model. We will also show how to extend it for the AND
In this algorithm, one TM, e.g7" M;, will have full control ~ model. The DDA scheme does not require a particular lock
over all transactions that are in the same connected commodel; all it assumes is that there is a component reporting
ponent of the WFG ag;, and will additionally manage all every dependency to a DDA.
objects any of these transactions have accesBéd,. will In a large-scale distributed database system, it is likely
also maintain the corresponding part of the WFG and searckhat different types of transactions access different groups
for cycles in it. If the component splits into two (or more) of objects, thereby creating centers of locality. Dependen-
components'M; will pass over the control of the com- cies will arise between transactions belonging to the same
ponent(s) it is not part of to a TM in the new component. center, building connected components of the WFG. In an
Note that a split of the WFG here means that the WFG hasgnitial warm-up phase, dedicated DDAs for these centers of
split and the sets of objects accessed by transactions fronocality will be formed. Due to commits or aborts of trans-
different components are disjunctive. actions, one connected component can split up into different

The algorithm assumes synchronous communication, i.e Gonnected components. In this case, the corresponding DDA
when a transaction wants to make a request to an object, it responsible for cycle detection in all of these components.
has to wait until the object is ready to receive it. DespiteIf the connected components belong to the same center of lo-
this unrealistic simplification, the algorithm incurs a severecality, they will most likely soon merge into one connected
overhead. All requests for operation executions to an objectomponent again. If, however, the connected components
on which some transaction holds a lock will have to besplit because the access profile of the system shifted such
forwarded, so sometimes a local request might go to a distarthat new centers of locality emerge, new DDA(s) will auto-
site. Also, a TM will take charge over another TM even when matically emerge and the previous DDA(s) will eventually
they do not conflict but only access the same object. terminate.

In Sect.5, we present a new global state detection al- The DDA scheme combines the advantages of distributed
gorithm. The algorithm creates agents to which objects, i.e.deadlock detection algorithms (e.g., load distribution, local-
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ization of deadlock detection in the vicinity of the involved

transactions) with the global view of (parts of) the WFG the

centralized scheme has, thus getting the best of both worlds

It avoids detecting phantom deadlocks despite its distribu op-request

tion. Moreover, it can dynamically adjust to the system’s

load and, in particular, it automatically adjusts to shifts in

the system’s hot spots by forming new DDAs in that vicinity. T1 — TacreateDs
The algorithm does not make additional assumptions

to those described in Sect.4.3, i.e., 2PL, error-free mes-

P - - > to Tt
sage transmission, and no spontaneous aborts of transactions. thggggggsg 0T
For deadlock resolution, a total ordering of transactions is > to Ty

needed. Fig. 1. Creation of a DDA

5.1 DDA creation 5.2 DDA merger

The proposed algorithm dynamically creates DDAS whenA conflicting lock request can create dependencies that lead

they are needed. A deadlock can occur only if there exists o ajoin of two or more connected components of the WFG

conflicting lock on at least one object. As long as there ardnto one component. In this case, the DDAs re_sp(_)n_smle for
g\ese components have to be merged. The initiation of a

no conflicting lock requests, i.e., there are no dependencie X lained bel Y th i f two DDA
between the accessing transactions, no DDA is needed. THREIGE 1S explained below. Here, the merging of two S

lock management in the underlying model is done by the'S described; merging more than two DDAs is done analo-

. . . . ly.
objects themselves, i.e., their object managers, hence, thélPUS .
are also responsible for the creation of DDAs. When DDAs have to be merged, the DDA with the

When a transaction requests an operation on an objec?igher identifigr, .e., the.younger one, WhiCh. we will re-
on which another transaction already holds a lock that con—e.f[htct)h"’lsI Dy, '% mar_ge% mtqnt(;]e otld%r] Onﬁj’ |.%bi1eoone
flicts with the one required for the requested operation, vt € lower iaenutier.L’, will denote the older - N

. ; ivi t to merge infa,, D, sends all the infor-
DDA is needed. If the object has no knowledge of a DDA receiving a request to me Y .
— even if one of the involved transactions already is as-mation it has taD,. Th|s includes the dependenciB h_as
sociated with o — a new DDA has to be creatddrhe received so far, the list of other DDAs that have previously

object creates it and passes the dependencies to it. All Ot?eetp mtla)rg%c]i into 1t, gn({hsorge ?gher;[\)dmm:jsttr)atwe infor-
the involved transactions become associated with the DDAMaton. Ly then records he iaentner ab, and becomes

Becoming associated with a DDA means that the transactio A as_snf/e. Tht'.s me?ns ﬂ;?t fré)m drlowk?jtw'{l' for_\;vard ‘?1” ¢
is sent the identifier of the DDA and that all following oper- € information reievant for deadlock detection It receves o

ation requests by this transaction will contain the identifier - This way messages sent 10, will still be processed.

of its DDA. The object that created the DDA records the :/r\]/henD ° rege(;ves tr:je mgrgirgg Tessextgefstinﬂv%('!tGa({gs b
association of a transaction with its DDA. € received dependencies 1o 1ts part ot the » (hereby

; — ; hecking for cycles. It also adds the other information it
An example is shown in Fig. 1l and T are holdin ¢ . N .
non—conﬂictinpg locks onOq angJ none of the transactic?ns got to the information it already hgs. A_fterwards it sends a
is associated with a DDA7L1 also not yet associated with message to each of the transactions it became responsible
a DDA, requires a lock coﬁflicting with locks held % for through the merger, so they become associated with it.

and Ts (denoted through dashed arrows). So dependencie’%ddition":llly a message is sent to each DDA that has previ-
Ty — T, andT} — T arise.O; creates DDADs and passes ously been merged int®,, informing them that from now
the dependencies to it. The object records the association they should forward td), instead of toD,. Note that

he tran ONS Wi  After being cr n is is done.only for efficiency reasons, tQ prevent building
the transactions witfs. After being ¢ 'eatedD5 sends a n{grward chains between DDAs. It has no impact on the cor-

rectness of the algorithm, sindg, forwards the information
it gets toD, anyway.

An example is given in Fig.2. In this exampl@s is
responsible fofl, T3, andTs while Ts andTy are associated

De. Itis obvious thatDs and Dg have to be merged, since

already granted, and either the requesting transaction or oj X
of the transactions holding the locks already has a DDA, th ﬁe dependencies they know about bel(_)ng to one connected
component of the WFG. Whelbg receives a request to

object knows about, no DDA has to be created. If there is , ) . X ; oo

only one such DDA, the dependencies are reported to it an erge intoDs, in the first step |t_sends the information it

all the other transactions will become associated with thi thas' t%gi"‘ Ihn thehsecor:jd St%@f:" |r}|forr_ns t{f’ "’:Q.ddTG tthat

DDA. In case the transactions have different DDAs, they e as changed, and finally, in the third steps
requestsD; and Dg to change their forwards.

have to be merged, as described in the following section. . .
g g Note that only transactions are informed about the merg-
5 A DDA has to have a unique identifier, and a total ordering on these'N9 of their DDAs. This |mpI|es that onIy they know their

identifiers is needed. The same kind of identifiers as are used for transactior%urrent DDA, or at least _Wi” get to know it within finite
can be employed. time, while objects may still refer to a DDA already merged

associated with it. After receiving such a messdgeT,
andTs will send the identifier ofDs with each of their future
operation requests.

If a transaction’s request conflicts with a set of locks
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‘ (1)
merge-req. (into:Ds) merge_into

forwarding
“channel”

0 D, ®)

change_forward (old:Dg, new:D5)

Fig. 2. Merging of two DDAs

O1

into a new one. Due to the forwarding of messages, this will
not result in loss of information.

(1) T:
op_request

Initiation of a merge

The merge of two or more DDAs can be initiated by an
object or by a transaction. It is possible that different trans-
actions involved in a conflict on one object have different
DDAs. This means, that the conflict has caused the join of
two or more connected components of the WFG into one,
and therefore the corresponding DDAs have to be merged.

merge.into merge_req. (into:Ds)

: ; 5 4
The object chooses one DDA to report the dependencies to, ( ) o _ “)
and initiates the merging of the other DDAs involved, into Fig- 3. Transaction initiates merging
the chosen one. The merge is initiated by sending a list o
3 O Dsg T: Dy

DDAs to be merged along with the dependencies. The cho=" ., roquest

sen DDA sends anergerequestmessage to each of these —————. dependencies

DDAs. T | setdda
The object chooses the DDA with the lowest identifier, setdda | __—

ie., the oldest one. The oldest one is chosen in order tof—— |

avoid an infinite number of merges. In case the requesting

transaction has a DDA different from the oldest one, the de-

pendengles are sent indirectly, via the DDA of the requeStIngzig. 4. Messages sent on a merge initiation by a transaction

transaction. The message then also contamemerequest

i.e., the information that the DDA has to merge into the older

DDA. Since each transaction can wait for only one object, A transaction does not become associated with the new

by sending the dependencies to the DDA of the requestingdDA immediately after it has initiated the merging of its

transaction, the algorithm guarantees, that at each point girevious DDA into the new one. This happens only after the

time, only one DDA has outgoing edges from the node innew DDA confirms the merge, by sendingsetmergedda

the WFG corresponding to one transaction. As will be shownmessage to the transaction. Until then the transaction stays

in Sect. 5.6, this is sufficient in order to avoid detection of associated with the old DDA. If the transaction immediately

phantom deadlocks. changed its DDA the following could happen: Its new DDA
The merging of DDAs can also be initiated by a trans- receives the information that the transaction waits for some

action. An example is shown in Fig. 3. If transacti®nis  other transactions, before the previous DDA has merged into

associated withDo, but has accessed obje® before it it. This could result into two active DDAs having outgoing

became associated to this DDA, the object does not havedges from one transaction (node) in their WFGs, which

this information. When a conflict 0@, involving T} arises,  could possibly lead to the detection of phantom deadlocks.

the object can decide to send the dependencid3stsince

it has the information thaf, is associated to this DDA.

Dependencieds — 1> and T3 — T3 will be sent to Ds. 5.3 Deadlock resolution

Upon receiving the dependencig3g will send a message

to Th and T3, informing them that they are associated with A DDA starts a deadlock detection every time it receives

it. WhenTy receives this message, it will notice thag and  new dependencies, i.e., it performs continuous detection. De-

D10 have dependencies it is involved ifi, will then initiate pendencies an object sends to a DDA consist of one trans-

the merging ofDyg into Ds. The message flow induced by action waiting for a set of other transactions. Therefore, the

this example is shown in Fig. 4. waiting transaction is a member of all cycles currently ex-

merge._teq
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isting in the part of the WFG the DDA is responsible for. | .. forw.addr ddalist

Hence, the deadlock detection involves only a depth-firs

search, starting from the waiting transaction. If a cycle is (11, T3, Tie) ‘ ’ ' ‘ ’ (D1, Da,...., Dj)
found, the DDA resolves it. Currently, this is done by choos-

ing the youngest transaction from the cycle to be aborted, if wig termtas

there is only one cycle. If more than one cycle have arisen /TZ

through the new dependencies, the transaction whose wait Tl\T {77, T1s, - )
dependencies newly arrived is aborted, and therefore all cy- *

cles get resolved. Since the DDA has complete informatioq:ig_ 5 DDA structure

about the cycles in its part of the graph, any other deadlock

resolution strategy could easily be integrated into the algo-

rithm. Note that this is a clear advantage over other deadlock A DDA is an object having the following special at-

detection algorithms. tributes: ta list, wfg, forw_addr, ddalist and termtas The
Apart from objects, a DDA can learn about new depen- jist is a list of all transactions the DDA is currently re-
dencies from another DDA merging into it. Currently, the sponsible for. The WFG information is maintained in the
algorithm runs a depth-first search starting from each neWyfqg structure. For a passive DDA, tHferw_addr contains
node, i.e., treating each new node with its outgoing edgesghe address of the DDA the DDA has merged into. A DDA
as new dependencies. This could also easily be replaced byaintains the DDAs that have merged into it didlalist.
a better strategy. o (These DDAs forward all their messages.) Dependencies in-
As will be explained in Sect. 5.5, for efficiency reasons, yolving a transaction may be received after it has terminated.
a DDA records the transactions it has aborted and those ity gvoid adding this transaction again to tifg, the DDA
knows have committed. keeps track of the transactions that have terminated, i.e., it
has aborted or it knows have committed,termtas This
o information is needed only for efficiency reasons, i.e., to
5.4 DDA termination avoid unnecessarsetdda and setmergedda messages and
to keep the WFGs smallérNote that this should also be
The simplest possibility is that a DDA terminates after it hasdone in other algorithms explicitly maintaining a WFG.
not received any message for a long enough period of time,
i.e., a timeout. In the current system, we have implemented
this version, since DDAs that are not needed any more caus€ 5 1 code for objects
almost no overhead.

Another alternative is that a DDA terminates after all The onlv chanae in the obiects’ code has to be made for the
transactions in its part of the WFG have terminated. One pos- Y 9 )

sibility is that a DDA collects additional information about case a lock needed for an operation execution requested by

its part of the graph, i.e., about transactions which belon a transaction cannot be granted. In this case, the object has

to this part of the graph but the DDA does not yet knowgt0 determine a DDA to send the dependencies to.

of. The needed information can be provided by the trans- — An operation request from transacti@i is received
actions (as part of the message the transaction sends to its

. L .. - . receive operationrequest
DDA upon its termination). This information is processed P d

if lock can be granted

only by active DDAs, which then request obsolete DDAs to then grant lock
“dissolve”. else(conflict with locks held byT, ..., T})
determine DDA (create a new one if there
is no DDA)

senddependencies and DDAs to be merged
into DDA (to determined DDA)

. . updateTA/DDA Association List
For deadlock detection, the object’s structure has to be aug- ¥

mented by a list of transactions accessing it and the DDAs o ] ]
those transactions are associated with. Of course, each trari@etermining a DDA is done as follows. Tf; is already as-
action needs to know its DDA (if it has one). As explained sociated W!th a DDA, th|§ one is chosen. The object chooses
in the previous section, after a transaction initiates a mergéhe DDA with the lowest identifier from the set of DDAs the
of its current DDA into a new one, it waits for the con- transactionsly,... T, are associated with if; is not al-
firmation of this merge before it becomes associated withf€ady associated with a DDA. It is possible that transactions
the new DDA. In the meantime, it stores it ilext Mes- 11, ---, 1, andT}; are associated ywth different DDKsTh|s
sages from DDAs to a transaction can arrive in a differentc@uses a merge of these DDAs into the one with the lowest
order from the one in which they were sent. A transactionidentifier. Note that the dependencies, along with the list of
can receive a message thag has merged intd), before ~ DDAs that have to be merged, are sent to the DDATpf
it has learnt thatDs is responsible for it. In order to avoid ———— )
unnecessary forwards of messages, a transaction stores tpe For_the extension of the algorlt_hm for _the AND model at least ab_orted

. A ransactions have to be recordedtémmtas in order to prevent detection
setmergedda messages inidamerges until it can use the ¢ hpantom deadiocks.
information they contain. In the following, we will describe 7 Transactions?y, .. ., 7, may not conflict, e.g., if they all perform a
the structure of a DDA, shown in Fig.5. read on the object, so they can have different DDAs.

5.5 Data structures and pseudo-code for deadlock detection
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(if it has one). If this DDA has to be merged into another
DDA, the message also contains a merge request.

The object relies only on its own information about trans-
actions being associated with DDAs when it determines a
DDA. This information might be stale and lead to additional
overhead (creating a DDA that is not needed), but it will not
lead to incorrectness (loss of information), since the trans-
actions will recognize the unnecessary creation and request
the merging of the DDAs.

When the object has finished the execution of an oper-
ation, it sends an acknowledgement to the requesting trans-
action. As described earlier, this message also contains thehe DDA (identifier) stored imextis the DDA the transac-
DDA of the transaction, either the one the transaction hagion is associated with or is to become associated with, but
sent with its request or, if the transaction did not have a DDAwaits for the message that its previous DDA has merged into
but did cause dependencies, the one the object has sent thdselhe transaction has to wait in order to guarantee that only
dependencies to. If the object has initiated a merge of DDAspne DDA has outgoing edges from the ndbe To reduce
the transaction will learn about it from the DDA, not from unnecessary forwards, the transaction always nsgs not
the object. my.dda for a merge.

In the last case, transactidf} checks (inddamerge$
whether DDAnew has merged into some other DDA,().

T; then initiates merging oD,, (or DDA_new if D,, does
not exist) andnext Of course, no merging is neededIif,
(or DDA_new in case there is nD,,) equalsnext

receive setdda(DDA _new)
case
mydda= — : /I not yet associated
/I with any DDA
my.dda:= DDA_new
next:= DDA_new
my.dda= DDA_new:
return
next# DDA_new:
initiate merging, if needed
updatenext
end

/I'l knew it already

5.5.2 Code for transactions

Messages may not arrive in the order in which they were

sent, sosetmergedda and setdda messages sent from dif-

— Transaction’; receives a

ferent DDAs to a transaction may arrive in a “wrong” order.
The transaction deals with this by storing information from
receivedsetmergedda messages iddamerges

— Transactior; requests an operation on obj&gf

setmergeddaDDA _new, DDA merged)

receive setmerge.dda(DDA _new, DDA merged)
insert received information iddamerges
if mydda= — : /I not yet associated
/I with any DDA

then my.dda := DDA _new
next:= DDA_new
return

operation_request
sendoperation request t@; (with my.dda,
if T; has one) fi
receive operationack[DDA _new])
case
the operation request contained a DDA:
return
operationack does not contain a DDA:
return

if next> DDA _new then next= DDA _newfi
updatemy.dda consideringddamerges

DDA _merged is the DDA that has merged into DDwew.
nextrepresents the oldest DDA; knows it will be associ-

defa:rlgceed as omeceive setdda ated with, so in case DDAew is older thamext nextis
updatemy.dda updated.
end my.dda is updated to DDAnew or a DDA DDAnew

has merged into.
If the operation request contained a DDA, the object sends

the dependencies (if the transaction had to wait) to this DDA
and returns its identifier to the transaction. This informations 5.3 Code for DDAs
is not new to the transaction, the transaction may even have

the information that this DDA has already been merged intowvhen a DDA is merged into another DDA, it becomes
another DDA. Therefore, it ignores it. passive and forwards all messages it receives, except
In case the transaction did not have a DDA when re-ward end and changeforward. Here, we consider only ac-
guesting the operation, it checks whether it has to initiatetiye DDAs.
a merge (as imeceive setlda). This can be the case if it
became associated with a different DDA while waiting for
operationack In order to guarantee that only one DDA has
outgoing edges fronT; in its part of the WFG, the trans-
action becomes associated with the DDA it got from the
object, even if it has initiated the merging of this DDA. The
transaction stays associated with this DDA until it receives
a message that the merge has been accomplidfjethay
already have this information iddamergeson receiving
operationack

— DDA D; receives a message from an object containing
a list of dependencies, a list of DDAs to be merged and
(possibly) amergerequest

receive dependencigglependencies, list of DDAs,
[mergereques))
filter out dependencies involving transactions
contained intermtas
add dependencies tafg
updateta._list
sendsetdda(self) to all new transactions
if message does not contairergerequest

— Transactionl’; receives assetdda(DDA _new) then sendmergerequestseld to all (new) DDAs
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in the received list, may detect phantom deadlocks, since it may detect a cy-
check for cycles invfg cle that has already been spontaneously resolved. Of course,
else(message contaimsergerequestDDA_merge)) aborts on behalf of the deadlock detection algorithm are not

send mergerequestDDA _merge) to all
(new) DDAs in the received list,
merge into DDAmerge
fi

considered as spontaneous aborts.

5.6.1 All deadlocks are detected
The dependencies are always sent to the DDA of the blocked

transaction. If the object knows about a DDA (with a lower Observation 1. All outgoing edges from one node are main-
identifier) of another transaction involved, it initiates a mergetained in the same DDA.

by adding anergerequestio the message. The list of DDAs _ i )

to be merged is also sent along with the dependendies. Th|s observatlon follows from the construction of the algo-
requests the DDAs from the list to merge, either into itself "ithm. Outgoing edges from one transaction aifée trans-

or into DDA _merge. Of course, no message needs to be serftction waits for locks on one object. They are reported to

to DDAs already merged int®;. a DDA, and the waiting transaction learns about this DDA
] before it can make any further lock requests. This implies
— DDA receives amergereques{DDA _new) that after a transaction waits for the first time on some ob-
receive mergereques(DDA _new) ject, it knows which DDA is responsible for it and sends this
if own.id > DDA _new DDA's identifier with every following lock request. There-
then mergeinto DDA _new fore, the objects on which the transaction waits at some later
else ifown.id < DDA _new point of time will send the dependencies that represent out-
;ihe” sendmergerequestio DDA_new going edges from the corresponding WFG node to the same
DDA.

f If the (younger) DDA,D,, one transaction is associated
The case that the identifier of the DDA receiving the messagevith merges into another (older) DDA),, the transaction
is smaller than the identifier of DDAvew can arise due to the becomes associated wiih,, but only after its previous DDA
forwarding of messages. When this happens, the receiving, became inactive. So at each point of time only one of
DDA sends amergerequestmessage to DDAew. the DDAs contains outgoing edges from the corresponding
node of the WFG.

— DDA receives anergeinto message After merging intoD,, the previous DDA,D,, forwards

receive mergeinto(wfg, talist, ddalist, termtas all dependencies it receives 1,, so no information is lost.
updateta_list andwfg according to receivetermtas . . .
filter out received information involving transactions Observation 2. LetT; be a node involved in a cycle
contained intermtas Th—... =T =T —...=1T1
sendsetmergeddarto all transactions in of the global WFG. Then at some point of time the incoming
the receiveda list edge to7; involved in this cycle will be part of the WFG of

update owrta list
send changeforward to all DDAs in
the receivedidalist

append this list and the sender to oddalist From Observation 1 it follows that all outgoing edges from
add receivedvfg to own wfg

append receivetermtasto own termtas T; are administrated by one DDA, sdy.. T; has the in-
check for cycles invfg formation that it is associated with., or a DDA merged
into D... If T; is involved in a cycle, then there is an edge
T; — T; in the global WFG that is also part of this cycle.
The dependency represented by this edge was recognized by
5.6 Correctness issues an object and sent to a DDA. If it was sent ., nothing
has to be proved. If it was sent to some other DDA, this

A deadlock detection algorithm is correct if all deadlocks PDA will inform T; that it became its DDAT; will rec-

that occur in the system are detected in finite time and alPgnize that it has two DDAs and initiate their merging, so

detected deadlocks really exist (at the time of their detection?ventua"y’ a single DDA will have the edg§ — T7; and

see Sect. 3. In this section, we will argue that the presente@l!! the outgoing edges frorf; in its part of the WFG.

DDA algorithm is correct under the following assumptions. opservation 3. All deadlocks in the system will be detected
We assume that message passing is error-free, i.e., thatq4 resolved in finite time.

all messages that are sent arrive in finite time and are correct.

Also, the assumption is made that an existing dependenciet 73 — 17> — ... — T, — Ty constitute a cycle of

T; — T; ceases to exist only if the transactidi) com-  the global WFG. From Observation 2 follows that at some

mits or aborts. Under these assumptions, the proof by Wuypoint of time there will be one DDA having all outgoing

and Bernstein [WB85] is applicable, saying that each cycleedges froml; and edgel;,, — T; in its part of the WFG.

in the global WFG indicates a deadlock in the system. ItThis is particularly true for edg&; — 15, so the DDA will

also implies that each deadlock is permanent, i.e., a deadilso contain all outgoing edges frofa (Observation 2), in

lock cannot be resolved without interference from outside.particular edgel, — 73. Continuing this will lead to the

In case this is not true, every deadlock detection algorithmconclusion that at some point of time all edges involved in

the same DDA having the outgoing edges ffBnin its part
of the graph.
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) Ts
o7 heuristics. If the transaction “closing” a cycle is involved in

T more than one deadlock, this transaction is chosen as the vic-
tim. Such heuristics cannot be employed in an edge-chasing
approach.

T Thus, there are two reasons why the edge-chasing algo-

o T0 Q Too © rithms can be expected to induce more aborts. First, they
T inherently detect some phantom deadlocks. Secondly, they

. cannot deliberately choose transactions involved in several
T cycles. This observation is also backed by our simulation
results in the next section.
O
Fig. 6. Cycle overlaps
5.7 Extension for the AND model

the cycle will be part of the WFG of one DDA. Note that The DDA approach can easily be extended to detect dead-
DDAs also merge “in direction” of the DDA with the lower |ocks in a model where one transaction can issue multiple
identifier; therefore, eventually, this process must terminaterequests in parallel.

Since a DDA starts a deadlock detection each time it  The only reason why the presented algorithm is not suf-
receives new dependencies, the cycle will be detected anficient for the AND model is that multiple requests of one
resolved when the edge completing the cycle reaches thgansaction could lead to more than one DDA being respon-
DDA. As every deadlock is represented by a cycle in thesjple for it. Consider transactiof, having no DDA at the
graph, every deadlock will be detected and resolved. time it makes requests 101 and O,. If at both objects de-

pendencies arise, the objects might send them to different

DDAs, or even create two DDAs for them. This could lead
5.6.2 No phantom deadlock detection to detection of phantom deadlocks, since both DDAs would

search for cycled is involved in. Note that this problem
Before showing that no phantom deadlocks are detected, wdoes not occur iff; already has a DDA when it makes the
have to analyze what could lead to their detection. Underequest, since the DDAs would properly merge before they
the assumptions we made, a deadlock cannot be resolvestart looking for cycles.
spontaneously and each cycle in the global WFG indicates To avoid this problem, when used in the AND model
a deadlock in the system. Therefore, the only possibilitiesthe algorithm has to be extended as follows. Each transac-
that a phantom deadlock could be detected are that the santien gets adummyDDA assigned when it starts execution.
deadlock is detected by two different DDAs, or that, by Objects treat the dummy DDA in the same way as a “nor-
resolving one deadlock, another deadlock also gets resolvedpal” one, the difference is that a dummy DDA is instantiated
without the appropriate DDA noticing this. only when it receives a message, i.e., a dependency involv-

One cycle can be detected at only one DDA, since eacling the transaction arises. Thus, each transaction always has
dependency is reported to only one DDA and no other DDAa DDA (and sends its identifier with every request it makes),
has knowledge about it, as long as this DDA is active. If theso no phantom deadlocks are detected.

DDA merges into another DDA, it sends the dependencies
to this DDA, and again only one DDA has them.

For edge-chasing algorithms, it is also true that each cy6 Comparative performance evaluation
cle is detected only once. A problem, however, arises when
two cycles have at least one common node, as shown iMany distributed deadlock detection algorithms have been
Fig. 6. If Ty (T10) is the transaction with the largest identi- proposed, but only few quantitative comparisons of deadlock-
fier in the right-hand (left-hand) cycle, the following could handling schemes in database systems exist. [ACM87] con-
happen. The probe sent on behalfef passeslip before  centrated on a simulation study of various deadlock-handling
Tiois chosen as a victim to resolve the left-hand cycle. Thenand deadlock avoidance algorithms in a centralized database
after resolving the left-hand cyclé@}o would be aborted to  system. [Cho90] compares the algorithm of [CKST89] with
break the right-hand cycle which does not exist any morean algorithm that combines the path-pushing and the edge-
(due to aborting(10). This inherent problem of edge-chasing chasing approach. [Buk92] presents a comparison of a cen-
algorithms was also reported in [RB88]. The above problemtralized and a distributed approach. In [YHL94], two edge-
cannot happen in our DDA scheme. chasing algorithms and the timeout approach were com-

When a DDA aborts a transaction to resolve a cycle, itpared.
removes all edges the corresponding node is involved in. In this section, we present the results of a much more
In particular, it removes all outgoing edges from this node.comprehensive simulation study that compares distributed
Since only this DDA has outgoing edges from one nodedeadlock detection algorithms from different classes. The
(Observation 1), if the transaction was involved in more algorithms we have analyzed are the DDA scheme, as a
than one cycle, all of these cycles will be removed from therepresentative of global state detection, the path-pushing
graph, so no wrong deadlock detection is possible. algorithm by Obermarck [Obe82], the edge-chasing algo-

In order to reduce the number of aborts due to dead+ithm by Roesler et al. [RB89], and various timeout ap-
locks even further, the DDA scheme employs the following proaches. These algorithms cover all the different classes of
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algorithms, except the diffusing computation category. Asto the objects it has accessed. An aborted transaction has to
already described in Sect.4.5.2, the diffusing computationbe restarted after a restart delay. The delay varies for the
based algorithms are not competitive for the restricted comdifferent experiments, depending on the transaction mix, but
putational models underlying database transactions. Deads fix within one experiment. For a committed transaction, a
locks occurring in the single resource and the AND modelnew one is started, at a random site, in order to maintain a
can be detected much more effectively with inherently lessconstantmpl, i.e., number of active transactions. The trans-
expensive algorithms, like the edge-chasing algorithms.  action to be started is chosen according to the transaction
mix specified for the experiment.

6.1 Simulation model
6.2 Implementation of the algorithms
In our simulation model, a distributed database system con-
sists of an arbitrary but, for one simulation run, fixed numberThe implementations of the edge-chasing and the DDA ap-
of sites. Each site has one (time-shared) CPU server, so aroaches are straightforward, as described in previous sec-
any point in time only one autonomously operating entity tions, because no adaptation to the computational model is
(e.g., object, transaction, deadlock detector) can be active ateeded.
one site. A site is responsible for properly scheduling the en-  For the timeout approach, transactions were changed
tities located on it. They are scheduled on a first-comef/firstsuch that a transaction sets a timeout each time it requests an
serve basis. The system also models network latency: me®peration execution on an object. If the operation execution
sages sent from one entity to another take different time, deis not acknowledged before the timeout expires, the transac-
pending on the distance between their locations. Messagdson aborts and is restarted after a restart delay. From now
sent within a LAN take much less time than messages sendn we will refer to this algorithm as thgure timeoutalgo-
between distant sites. For simplicity, we omitted modelingrithm. The timeout approach augmented by a local deadlock
I/O servers. However, we believe that this does not have amletector at each site will be called thieneout&detection
impact on the performance of deadlock detection algorithmsalgorithm. As in the pure timeout approach, a transaction
because it will equally influence the throughput and responseets a timeout when it requests an operation execution and
time achieved using different algorithms. To account for I/O aborts if the acknowledgement does not arrive before the
delays, some “thinking time” is incorporated in the duration timeout expires. Additionally, an object sends dependencies
of operation execution. to its local deadlock detector when dependencies occur. The
Rather than having transactions enter the system at adetectors search for cycles in this local WFG and resolve
bitrary points in time, we started a number of transactionsdeadlocks they detect, so the victim releases its locks faster.
at the beginning of a simulation run and the system then The path-pushing algorithm had to be adapted to our
preserved the same number of active transactions (multiprocomputational model. In this algorithm, each transaction
gramming levelmpl) throughout the simulation. Instead of starts execution on one site. If it wants to access data located
measuring a “cold start”, we let the system run for a while at some other site, the transaction createsagentat that
and then, after the “warm-up phase”, started to record thesite, if it does not already exist, which performs the request.
transaction processing. After completing the warm-up phaseAgents of one transaction are correlated through a unique
we recorded 10,000 commits and analyzed the results.  transaction identifier. The algorithm assumes that, when a
The warm-up phase was intended to bring the systentransaction’s agent is created at a site, the local deadlock
into a stable operational condition. It turned out that the dif-detector automatically knows about it. Also, it assumes that
ferent algorithms reach this stable condition after vastly dif-the detector knows to which site an agent has sent a request,
ferent intervals. The real detection algorithms reach it quitei.e., to which site it has moved its activity. In our imple-
soon, whereas the timeout approaches are very sensitive toentation, we did not really move the transaction, but only
prolonged high-load runs. We report several experiments tonformed the detectors about the transaction’s current locus
demonstrate this effect. of control. That is, when a transaction moves its activity to
When a transaction is initiated at a processor, it sendsinother site, it has to inform the remote deadlock detector
its first operation request to the object it wants to accessabout it, by sending a message to it. The transaction also
If the lock needed for this operation can be granted, thehas to send a message to its current local detector.
object acknowledges the operation by sending a message to We investigated the cost of this adaptation by not “charg-
the transaction. Upon receiving this message, the transactiong” the corresponding messages, i.e., by not counting them
can send its next operation request. In case the lock canneaind letting them arrive immediately. This means that a re-
be granted, the object manager takes actions depending ajuest would cost as much as it costs in the other algorithms,
the deadlock detection strategy used. If the edge-chasinghich is not quite fair, since the algorithm needs additional
algorithm is used, the object manager generates a probe; ifformation that cannot be obtained without any costs. How-
the DDA approach is employed, dependencies are sent tever, except for the (modest) increase in the number of mes-
a DDA, or a DDA is created. In case of the path-pushingsages, this had only a minimal impact on the results.
algorithm and one of the timeout schemes the object manager This algorithm’s overhead is dominated by its handling
sends the dependencies to the local deadlock detector.  of the WFG; the costs for sending the messages informing
Once a transaction has executed all of its operation redeadlock detectors about the current locus of control turned
quests, or was chosen as a victim of deadlock detection, ibut to be negligible. In a system in which some transactions
starts a commit or abort by sending appropriate messagesccess objects at more than one or two sites, the parts of the
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WFG that have to be sent grow tremendously; therefore, it No. of sites 100

takes a long time to construct the messages that have to hA\'O-I of objects 18'003000 -

sent and the receiver to “unpack” them. Also, since one edg Ll . .--,300 (400)
. . . Operation execution 25 milliseconds

might be sent several times as part of different paths, evefg 4o oran operation 15 miliseconds

with relatively small graphs the overhead becomes consider=commit (per operation) 3 milliseconds

able. An important difference between this algorithm and the Message delay Tocal 3 milliseconds

other ones explicitly maintaining the WFG is that the path-| Message delay within a LAN | 10 milliseconds
pushing scheme periodically exchanges parts of its WFG|, Message delay remote, in WAN 200 milliseconds
while the other algorithms continuously update it. Receiving (sending) a message 0.5 milliseconds

Cycle detection .
) ) 1 mill d
(DDA, timeout&detection) miliseconds

Merging two DDAs 2 milliseconds
6.3 Performance experiments Fig. 7. Simulation parameter setting
We ran a number of experiments in order to study the per- || op1 | op2 | ops | opa

formance of the algorithms under different loads. In the first ops || no | - - -
scenario, we generated a load of only fairly short transac- op2 || no | yes | — -
tions in a relatively homogeneous system representing ongs || N0 | N0 | yes | -
LAN. In this environment, we analyzed the impact the time- ©°P4 Il N0 | Yes | Yes | yes
out value has on the performance of the timeout algorithmsFig- 8- Compatibility matrix
Also, the behavior of different algorithms under the given
load and the change in their behavior over time is studied.
The performance of the algorithms was analyzed in two mordransactions and the probability of a request being local will
scenarios. In the second scenario, the same environment ag specified for each experiment separately.
in the first one was given, but a more typical load was in-  The system-based parameters (message delays, cycle de-
troduced: a mix of short and a small number of very longtection, etc.) are based on measurements in our local area
transactions. The third scenario represents a WAN consistingetwork. Other parameters are based on parameter settings
of several LANSs. of other simulation studies [Buk92, Cho90], and our estimate
The following performance measures were obtained fronof their average realistic values.
the experiments: the number of messages, the restart ratio, For the path-pushing algorithm, the costs for handling the
the throughput and the response time. The restart ratio i8VFG was experimentally derived. Other schemes explicitly
defined as the number of aborts relative to the humber ofnaintaining the WFG, i.e., the DDA and timeout&detection,
transactions executed. The throughput is measured in theontinuously update the WFG and search for cycles in it.
number of committed transactions per millisecond, while theThey insert new edges and only have to check whether these
response time is the time transactions stay in the system, i.eedges lead to a cycle, since the WFG was acyclic before the
the time from the moment a transaction is started until itsupdate. The path-pushing algorithm periodically updates the
commit. WFG and only periodically searches for cycles in it. Each
The simulation parameters used in the experiments aréime one site sends the paths of interest to another site, it
given in Fig.7. The number of objects used for the simula-has to search its whole WFG for potential cycles that have
tion runs is relatively small, but larger object bases lead toto be sent. The receiving site then has to exchange the old
very few conflicts and even fewer deadlocks, so the behaviofor the newly arrived information. The time consumption for
of the algorithms could not be investigated. Also, as pointecthese operations strongly depends on the size of the graph,
out in [ACM87], it is important to analyze the behavior of so we could not give an estimate for it, but had to calculate
the algorithms under workloads with high conflict probabili- the actual costs anew each time. The costs for performing
ties in order to evaluate their performance when “hot spots”deadlock detection for this algorithm include building the
exist in a database. WFG by incorporating local and received dependencies and
The synchronization was based on semantic locking. Allanalyzing it. Analyzing the WFG means finding all cycles
objects were of the same type, having four operations; theiin it and identifying the paths that have to be sent to other
compatibility matrix is shown in Fig. 8. deadlock detectors. In our simulation system these costs to-
The mpl used in the experiments varies depending ontal in 1/8 ms per edge in the paths the detector has received.
the given load. It ranges from 50 to 400 in the experimentsThis cost measure was derived from performance experi-
where only short transactions were run; in other experimentsments conducted on a Sun SPARCstation10/20, with a Su-
in which a small percentage of long transactions were adde@erSPARC processor.
to the system, it varies between 10 and 300. The path-pushing algorithm is very sensitive towards the
The transaction size, i.e., the number of accesses a transariation of the length of the interval after which it starts the
action performs, is not given here, since we introduce differ-periodic deadlock detection. We have tuned the length of this
ent types of transactions to study realistic load profiles. Thdnterval by running some simulations with different values
size ranges from the average size of 8 accesses, which fer it. This was done for each of the different scenarios.
relatively short, to the size of 100, representing long trans-  Generally, the results we report constitute averages of
actions. Also, the likelihood of an access being local variesseveral simulation runs. The number of simulation runs per
for different transaction types. Therefore, the actual size ofexperiment depends on the variation of the results. The stan-
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Average transactlc_)n SIZ.e 8 warm-up phase for mpl = 300, window size = 10000
Range of transaction size 4-12 03 - i . .

Timeout values 1.5s, 3s, 5s, 105 . ' Rogs?Q ?‘
Interval for path-pushing| 0.1s Obermarck 0.1s =)<
Restart delay 1s imeous 5 pedot 2 T ]
Transaction type 1

Likelihood of a lock

requested being local
Share of type 1 50%
Transaction type 2
Likelihood of a lock
requested being local
Share of type 2 50%

Fig. 9. Additional simulation parameters for scenario 1
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£ R Fig. 10 demonstrates the variations in the throughput in-

B P duced by different intervals. The optimal value for the time-

5 0157 ! i 1 out&detection algorithm is about 5s. Decreasing the value to

% % z,%x X 1.5 s significantly reduces the performance. For smmglls

£ 01 | 1 when the system’s load is low and deadlocks are rare, the
~z1g - jPure Timeout 1.5s ; aIgoriFhm .performs vyeII even for a short timeout int.erval,

005 | - ef‘fEur'e'ﬂfm it ms»é..é...§ ....... D PR but with higher load it causes too many restarts. A timeout
B LU et ; interval that is too long, e.g., 10s in this set-up, leads to a

rrrrr ”-- ‘Timeout & Detection 10s

; ‘ congestion of the system.
0 10 150 200 250 300 350 400 The pure timeout algorithm performs significantly worse
Multiprogramming:Level than the timeout&detection algorithm (in this scenario) for

all timeout intervals. For lowmplsthe optimal timeout in-

terval is about 1.5, but on highplsthe throughput drops

dard deviations of the recorded results are shown (as erro2€/0W the one achieved with an interval of 3s. Fopls

bars) in the graphs. _beyond 300_We could not obtain any results with the short
interval. An interval length of 3s seems to be the best value
overall, although for lowmplsit is not optimal. A time-

6.3.1 Scenario 1: only short transactions in one LAN out inter_val of 10s perforrr_]s_ poorly for amypl, due to the
congestion of the system it imposes.

In this scenario, we compare the different algorithms when  The warm-up phase was 20,000 commits; as the next ex-

the system’s load consists of short transactions only, as waReriment shows, the timeout approaches achieve about their

done in other simulation studies [Cho90, Buk92, ACM87]. best throughput there.

Though this is not a realistic scenario in a highly distributed

system, since it represents only one part of the typical load,

it helps understanding the algorithms. Prolonged system operation under the same (high) load

Parameters used in this simulation are given in Fig.9.

Most operation execution requests made by these transahijs simulation experiment investigates the changes of the
tions will be local: we introduced two types of transactions, algorithms’ performance over time under a relatively high
one making only local requests, and the other making 60%oad. Figs. 11 and 12 show the behavior of the algorithms
local and 40% requests to randomly chosen objects in th@ver time for mpls of 300 and 400, respectively, starting
system. from a “cold” system. A point in the graph represents the
throughput achieved during the last 10,000 commits.

For bothmpls the real detection algorithms become sta-
ble very fast, whereas the timeout approaches reach a stable
. . . . state much later. The problem the pure timeout approach en-
We have varied the values for the timeout interval in order to. nters is that it does not have a resolution strategy, but

dheterm?ne fh? optimal valuei gor it 'A(‘js descrr]ibeq in [ACMk£|37] ' daborts all transactions “creating problems”. The timeout&de-
the optimal timeout interval depends on the given workloadection algorithm partly alleviates this problem by truly re-

and thempl. Too short as well as too long timeout dura- gq\ing at least local deadlocks. When a number of transac-

tions lead to performance degradation. A small value leads;, s 1y 1o execute operations that need conflicting locks, a
to too many restarts, a large timeout interval degrades the

performance, because deadlocks stay in the system for t00 & the high standard deviation of the path-pushing algorithm will be ex-
long. plained later

0

Fig. 10. Throughput for different timeout intervals

Adjusting the timeout interval
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warm-up phase for mpl = 400, window size = 10000 but then degenerates to a very low throughput. Note that the
03 : : : — 1 relatively high locality of the transactions is favorable for
Rodsler -3 this algorithm.

e Tmeoks AT The throughput of the real deadlock detection algorithms
Timeout & Detectiof 5s ----- A . .
does not decrease over time, because they systematically
resolve the occurring problems, not allowing them to stay in
the system forever. The costs for this problem solving is the
reason why at the beginning the timeout algorithms perform
better; the price for their high throughput at the beginning

is a very low throughput later on.
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0 20000 40000 60000 8000 100000
Commits The throughput results of the algorithms with a short warm-

g. 12. Behavior over timempl 400 up phase (20,000 Commits) and a long warm-up phase
(70,000 commits) are summarized in Figs.13 and 14, re-
spectively. The measured results in Fig. 13, for tinels of
300 and 400, correspond to the left vertical lines in Figs. 11
and 12, while the results shown in Fig.14 correspond to
the right vertical lines. For the timeout approaches, only the
(previously measured) optimal timeout values are consid-
ered.

As could be expected from Figs.11 and 12, the real
deadlock detection schemes achieve approximately the same
throughput after both the long and short warm-up phase.
The timeout approaches have a much lower throughput af-
ter the longer warm-up phase for reasons explained above.

E ¥-g-m-o-g iati
s Variation of the mpl

Fi

0.3

Throughput [#TAs/ms]

005 | 1 Rossler | b The circled value in Fig. 14 shows the result for the time-

out&detection algorithm as far as we could obtain it. We had
to stop some of the simulation runs, since they ran for hours
on our fastest machines (Sun’s Ultras) without making any
progress. Fomplsbeyond 300, we could not obtain any re-
sults. After a long warm-up phase, the DDA performs much
better than the other algorithms, as demonstrated in Fig. 14.

The results the algorithms have achieved with a warm-up
ghase of 20,000 will be discussed next, while additional re-
sults measured with the long warm-up phase will be omitted,
ince they would not convey any new information.

For low mpls where conflicts are rare, the algorithms
perform alike, except for the pure timeout approach, which
unnecessarily aborts too many transactions and thus per-
forms poorly. The given load is ideal for the timeout&detec-
tion algorithm. Most deadlocks here are local and can there-
fore be detected by the local deadlock detector; thus, the al-
gorithm resolves these deadlocks faster than other distributed
algorithms. Therefore, for higmpls a tuned timeout value
and a short warm-up phase, the timeout&detection algorithm
performs better than other algorithms.

The DDA outperforms the other algorithms, even after
a short warm-up phase: the edge-chasing, the path-pushing
and the pure timeout approach. The reason for the poor per-
X formance of the pure timeout approach was explained pre-
viously, the results achieved by the edge-chasing and the
path-pushing algorithms are discussed below.
] As pointed out in previous work [RB88], the perfor-
kT Sffem?ﬁ?éoﬁflg; o " mance of distributed deadlock detection algorithms strongly
o L 4 Timeout &Deteclion®s--A.. , b depends on the number of messages they induce. With
50 100 150 200 250 400 the increase of the system’s load, the number of messages

Muldprogramming-Level the edge-chasing algorithm generates grows drastically (see

g. 14. Throughput, warm-up phase 70,000 Fig. 15), leading to a decrease in the throughput.

---A-- Pure Timeout 3s
,,,,, A ‘Timeout &‘ Detection ‘55

0
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Multiprogramming-Level

--->¢---- Obermarck 0.1s | ’ )
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! !

Fig. 13. Throughput, warm-up phase 20,000

good resolution strategy guarantees that at least one of the
will finish, thus reducing the congestion. The timeout ap-
proaches accumulate these “problematic situations”, so aft
some time almost no progress is possible. The pure time-
out algorithm degrades very fast from the beginning. The
timeout&detection algorithm maintains a surprisingly high
throughput level for a long time, even at thepl of 400,
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Fig. 15. Number of messages, warm-up phase 20,000 Fig. 17. Restart ratio, warm-up phase 20,000
00000 g opa ' ' ' ' tions, see Fig. 16. The response time achieved by the DDA
.~ Sﬂi?,'ﬁ;rckolls , algorithm is much shorter than for the path-pushing and the
50000 [ -4 Fure Timeaut3s edge-chasing algorithms, but longer than for the timeout ap-
= proaches. Note that only the response times of committed
E 40000 - . transactions are considered. This favors the timeout schemes,
= since transactions staying in the system for a long time that
E 30000 | 1 have not yet finished, i.e., some of the problematic transac-
g tions which are aborted again and again, are not included in
g 20000 i these measurements.
« S The restart ratio of the different algorithms is as one
10000 | A would expect, see Fig.17. The DDA does not detect phan-
tom deadlocks and therefore aborts less transactions than the
g il St other algorithms, although the differences in this experiment
50 100 150 200 250 300 350 400 are not too significant.
Multiprogramming-Level
Fig. 16. Response time, warm-up phase 20,000

6.3.2 Scenario 2: mix of transactions in one LAN

Obermarck’s path-pushing algorithm appears to be morén this scenario we examine the behavior of algorithms in
robust than the edge-chasing algorithm for lowspls but  the same environment as in the first one, but with a more
completely deteriorates for highempls Some of the simu- realistic transaction mix. Additional simulation parameters
lation runs beyond thenpl of 300 exceeded our computing are given in Fig. 18.
facilities and some of them had no chance of ever getting The load in the following experiment consists of three
done, i.e., to finish the required 10,000 transactions, so wéypes of transactions: relatively short transactions, accessing
had to stop them. It turned out that the path-pushing al-only local objects, transactions twice that length, accessing
gorithm is very sensitive to a “degeneration” of the WFG, local objects with a probability of 60% and remote ones
meaning that the WFG becomes large with lots of cycles inwith 40%, and a few long transactions, accessing randomly
it. Unfortunately, this situation occurred randomly in a num- chosen objects.
ber of simulation runs. This is also the reason for the high
standard deviation of the simulation results of this algorithm.

The number of messages induced by the DDA approaci hroughput
does not significantly increase with a growingpl. The rea-
son is that, even at higmpls each dependency is sent only This mix of transactions induces a heavier load on the system
once from an object to a DDA. Of course, there will be morethan was the case in the first scenario, so the maximum
merges when thenpl is higher, but only in the beginning, throughput is lower and is obtained at a lowapl. The
before the centers of locality have built. Also, merging doesreason is that longer transactions hold locks for a long period
not induce high message traffic. of time, and therefore all transactions waiting for these locks

Apart from the throughput and the number of messageslso stay longer in the system (even if they are short and only
sent during the simulation, we have also measured the reconflicts, but no deadlocks, occur).
sponse time of transactions. The huge number of messages Due to the higher load, the system stabilizes much faster.
the edge-chasing algorithm induces, and the time the pathFig. 19 demonstrates this for tmapl of 150. This leads to
pushing algorithm spends constructing the WFG and searcha small standard deviation in the measurements, which is in
ing for cycles in it, increases the response time of transacmost cases not even visible in the graphs. For Obermarck’s
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scenario, the locality of transactions is not as high as in the
path-pushing algorithm, we could not obtain results for thePrevious one, so many deadlocks involve objects from two
mpl of 150, since the algorithm induced an enormous over{Sometimes even more) sites, leading to almost equal per-
head, exceeding our computing facilities. formance of the pure timeout and timeout&detection algo-
In this scenario, the DDA scheme outperforms the otherfithms. The path-pushing algorithm by Obermarck achieves
algorithms, see Fig.20. For lowenpls the edge-chasing @ low throughput even for lompls As explained above, the
algorithm performs almost as good as the DDA scheme@lgorithm is sensitive to large WFGs, so, fimpls beyond
since the number of probes sent is not too large. With ant00, we could not obtain any results. .
increasingmpl, the number of messages sent by the edge-  The reason for the poor performance of the edge-chasing
chasing algorithm drastically grows (compared to the DDA algorithm is that it induces a high overhead by sending a
scheme) and the throughput degrades. Formiptof 150  arge number of probes, see Fig. 21. The timeout approaches
the DDA achieves a throughput between 24% and 35%@IS0O send many messages due to the enormous number of
higher than the edge-chasing algorithm, cf. Figs. 19 and 20aborted transactions, as will be explained later. The time-
For thempl of 250, the DDA achieves a 90%, and for the Out&detection algorithm sends even more messages than the
mpl of 300 even a 117%, higher throughput than Roesler’'sPure timeout algorithm, since additional deadlock detection
edge-chasing algorithm. The timeout approaches also pefléssages are sent. _
form poorly, since they again accumulate “problems” (in  Both timeout approaches favor short transactions more
this scenario even faster than in the first one). Forrtipp ~ than long ones, as can be seen in Figs. 22-24. Fig. 22 shows
of 150, the DDA performs between 46% and 67% better tharfh® average response time per operation over all transaction
the timeout&detection algorithPcf. Fig. 19. Anmplof 300  types. Here, the response time is given in milliseconds per
even leads to a 263% higher throughput by the DDA com-OPeration, because of the wide range of the transactions’
pared to the timeout&detection algorithm, cf. Fig. 20. In this lengths. The DDA achieves the best response time. The
edge-chasing algorithm has a poor response time, again be-
9 Considering only results after the warm-up phase, i.e., 20,000 commit£ause of the large number of probes it induces. The response
for this experiment. times of the timeout approaches are long, because they disad-
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g P 6.3.3 Scenario 3: mix of transactions in a WAN

In the last experiment, we analyze the algorithms in a WAN
environment, consisting of several LANs. We have utilized

. . . the transaction typé$ from scenario 2 and added one new
vantage Iong transactions. Th|s becomes evident when thfi/pe, which accesses only local objects and objects within
response times for transac'uonslof different types are Xthe LAN it is started in. The additional simulation parameters
amined separately. For transactions of type 1 and 2, i.e4p0 given in Fig. 26. In order to simulate the irregularities
relatively short transactions, the timeout algorithms ach|eveof message delivery in a WAN, we introduced network dis-
much better response times than the edge-chasing algorithmrbances. Every 10s the Conn,ection between two randomly
and even than the DDA scheme. Fig. 23 shows the responsg, seny | ANs was disturbed for a random time duration be-
times of transactions of type 1 and 2. However, _for YP€ 3.een 1s and 5 s (in one direction only). This means that
i.e., long transactions, the timeout algorithms achieve a POOLending of messages along this connection would be delayed,

response time, see Fig. 24, since these transactions are Oftﬁﬂean'n that the arrival of messages would be postponed
aborted. This is not true for the DDA and the edge—chasing£0 thel Igngth of the (Id\gsturbance. ges wou postp up

algorithm, since they favor old, not short, transactions in or-
der to guarantee forward progress of all transaction types.
Note that here only committed transactions are consideredrhrou

. . : ghput
so transactions that have been in the system for a long time,
but have still not committed are not included in the results
which favors the timeout approaches.

The restart ratio of the algorithms is shown in Fig. 25.
The timeout approaches abort a transaction on the avera
15 times, on thenpl of 300. Aborting a transaction so many
times implies that much more messages have to be sent, 0 However, non-local accesses of these transactions constitute WAN-
explaining Fig. 21. wide accesses.

'The throughput of the algorithms measured in this exper-
iment is presented in Fig.27. It shows the superiority of

the real deadlock detection algorithms over the timeout ap-
%eroaches, although they have been tuned for this experiment.
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Number of LANs > reveal any new information, so we will not present them

Number of sites per LAN 20 here.

Timeout value 5s, 7s

Restart delay 5s

Every 10s for 1s— .

Network disturbances bet?/v)éer??wg raﬁdifn 6.4 Summary of the experiments

Transaction type 1, as in load ZLANS In this section, we reported on a thorough simulation study of

Share of type 1 [ 35% the behavior of deadlock detection algorithms for distributed

Transaction type 2, as in load 2 DBMSs in different environments. We ran quite a number

Share of type 2 [ 13% of simulation experiments for many different database con-

Transaction type 3, as in load 2 figurations, only a fraction of which could be presented here.

Share of type 3 [ 2% However, they all showed the same relative trends that were

Transaction type 4 observed in those experiments we discussed here.

Average transaction size | 8 Our study showed the importance and the difficulty of

Eigﬁﬁozfdtg”asal‘ggsn size | 4-12 determining a good timeout interval for the timeout ap-

requested being local 60% proaches, since it varies depending on the given load and

Likelihood of a lock 20% the mpl. . _ _

requested being in same LAN The behavior of the algorithms over time was ana-

Share of type 4 50% lyzed, showing the stability of the DDA and the edge-
Fig. 26. Additional simulation parameters for scenario 3 chasing scheme, and the lacking robustness of the timeout

approaches over prolonged heavy system loads, even when
only relatively short transactions are involved.
0.004 , , , , , On loads including mainly short but also a few long
; transactions, as introduced with the second scenario, all algo-
rithms stabilized very rapidly, on different throughput levels.
: The DDA outperformed the other algorithms in this scenario
by achieving a significantly higher throughput. The timeout
algorithms performed much worse from the very beginning,
] while the edge-chasing algorithm performed well on low
mpls but deteriorated on highenpls The path-pushing al-
1 gorithm performed better than the edge-chasing algorithm
on lower mplsin the first scenario, but showed very poor
—&— DDA \‘ —9 performance in the other scenarios. In some of them, no
0.0005 |- - Obermarck 01 X g simulation results cc_»uld be thalngd for this algorlthm.
rrrrr A Timeout & Detection 7s ‘ ‘ In the last experiment, simulating a WAN environment,
0 50 100 150 200 250 300 the timeout approaches performed poorly on higimais
Multiprogramming-Level The DDA and the edge-chasing algorithm achieved a much
Fig. 27. Throughput higher throughput.

The simulations show that overall the DDA outperforms
the other true deadlock detection algorithms. It performs
better or as good as other algorithms in all the different

.g{scenarios. Additionally, the DDA is the only algorithm of

ya he analyzed ones that showed robustness towards different

gggggy;;%?ﬁh?;m\?leog Ztﬂ?oflrg‘i;gj?p\at?&i tgg(y(z dr?ighe}oads._ For each of the other algorithms, there_ was at least one
. : . experiment where we could either not obtain results for all

than the timeout approaches. The path-pushing algorithm b

Obermarck again performs poorly on highapls because

of the large WFGs it constructs, so we could not obtain an

0.0035

0.003

0.0025

0.002

0.0015

Throughput [#TAs/ms]

0.001

0

Again, on lowmplsthe algorithms perform alike, but as the

prls or the throughput degraded almost to zero. The robust-
ness of an algorithm is of great importance, especially in a

Ydistributed system, where no global load control is feasible.
values formpls beyond 200.

In this experiment, the edge-chasing algorithm and the The reason the DDA outperforms the other algorithms

. S o . is because it is robust against very high loads, i.e., it does
DDA perform alike. This is surprising, since the DDA not “explode” when the load increases. It establishes DDAs

scheme outperformed it in the previous experiments. Th‘?‘or the centers of locality, which resolve deadlocks in these

reason is that the long message delays will, in some ral%enters. Each dependency is sent only once from an object
cases, postpone _the detection of deadlocks by a D DA. Alsot'o a DDA, so the number of messages does not increase
in the given environment, the DDA may sometimes take !

longer to detect local deadlocks — in case two DDA mainlymgmﬂcantly and deadlocks can be detected quickly, since

responsible for deadlock detection in different centers of Io—the information has short "travel time”.

cality merge. When the reason for the merge disappears,
i.e., the centers of locality split up again, it takes some time7 conclusion
before new dedicated DDAs form again.
Also, the number of messages, the restart ratio and thén this paper, deadlocks in distributed DBMSs have been
response time have been measured, but these graphs did rastalyzed. We identified the deadlock models that are rep-
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resented in DBMSs and gave a detailed survey of existingsuk92]
algorithms for these models.

We have devised a new distributed deadlock detection
algorithm, based on dynamically created deadlock detection
agents (DDAs). A DDA is responsible for one connected[CDAS%]
component of the WFG. When a new component emerges,

a new DDA is created. In case two previously uncon-
nected components interconnect, the corresponding DDAs

will merge. When a component dissolves, the DDA termi-

nates after some time. Thus, the DDA scheme adapts ver&?hasz]
well to shifting hot spots and varying loads. [Cho90]

The paper also reports on a very thorough simulation
study of deadlock detection algorithms, which shows that
the DDA scheme outperforms the other algorithms and is
robust towards all the different loads. Therefore, we have
implemented DDASs in our persistent, distributed system of CKSTE]
autonomously operating objects, called AutO [KGI+97].

The computational model of AutO basically corresponds
to the one described in Sect.2. Objects are extended biCLss]
an autonomous behavior, which is modeled through asyn-
chronous message passing. Object managers are integrated
into the objects, i.e., objects autonomously manage their reloM82]
sources, e.g., locks. Transactions, i.e., transaction managers,
are also realized as autonomous objects.

AutO operates on many different sites connected through
the Internet. It is fully implemented in Java, so it can run [CMH83]
on a wide variety of platforms. Such a system has to be
robust and reliable with respect to different workloads andPSev]
access profiles. Based on the results of our simulation studyg,g
we chose the DDA as the best deadlock detection algorithm
for our purpose. Porting the DDA-code from the simulation [ESL8S]
system into Java we were able to very quickly implement
the deadlock detection method, which has proven to be very
robust in a “real” system, just as the simulation results hav%GRgg]
indicated.

[GS80]
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